CYBERWORKPLACE
MAGAZINE

HACK.
LEARN.
WORK.

SUMMER EDITION 2020
WWW.CYBERWORKPLACE.TECH

CYBERWORKPLACE
MAGAZINE

YEAR 2020

CYBERWORKPLACE
Dear reader,
You have before you the very first edition of Cyberworkplace Magazine. This magazine
captures the momentous moments of Cyberworkplace’s journey over the past months.
It contains the immense effort put forward by the team, sponsors, guest teachers and
other volunteers and praises their determination, perseverance and creativity.
This magazine is a reminiscence for the accomplishments of the Cyberworkplace
village which helps our students thrive and flourish. ‘It takes a village’ to raise the
youth is an African proverb that means that an entire community of people must
interact with the young for them to experience and grow in a safe and healthy
environment. This is a tribute to the (cyber) village we built together.
Looking forward to a fruitful and cyber secure future cooperation.
On behalf of the Cyberworkplace Board,
Anouk Vos
Chair

ABOUT US
Cyberworkplace is an off-beat initiative focusing on reducing the cybersecurity talent
gap and promote cybersecurity awareness.
We provide free cybersecurity training and coaching to tech-savvy youngsters such as
gamers, hackers, and students, who lack practical experience in their study programs.
We help them develop the skills they need for the 21st-century cybersecurity labor
market and link them to leading (IT) security companies and organizations for
internships and more.
Cyberworkplace is a non-profit, tuition-free initiative that does not employ teachers
and does not issue accredited diplomas. We are operating on a volunteer base and
currently, we have more than fifty volunteers and friends in our network.

HOW TO SUPPORT US?
Become a sponsor
Become a volunteer teacher
Make a donation
Refer a potential student
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NUMBERS 2019
50+ Volunteers & friends
25+ Guest lectures
4 New partners
1 New main sponsor
21 New students
10 Jobs & internships
3 Students back to school
30+ Certificates
35+ Media exposures
7 Projects
1 International cooperation

CURRICULUM 2020
PROJECTS
Penetration testing by Orange Cyberdefese
Splunk by UMBRiO
Network Security by Axians
CSI-010: Digital Forensics
Python
Kali Linux
Sysadmin
CyberHeroes
OTHERS
Outside curriculum
LinkedIn & CV workshops
Soft skills training
Online courses
Cyber security quizzes
Lock picking
Hacathons
Other events

OTHER WORKSHOPS
Internet & network security
Security in the healthcare sector
Ethics in cyber security
Security Operation Center
OT Security
Webhacking
Cyber Crime | Threat Landscape
CTF Training
Privilege escalation
Hardware & embedded security
OWASP-SKF labs, the road to bug
bounty
Network Detection and Response
Selenium
Others
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JANUARY

On January 1, Else Maria van der Meulen joined the board of Cyberworkplace.
In addition to her board position, Van der Meulen is director of DataCenter
Fryslân and was previously a member of the Hacklab.frl board. She has a
background in Business Informatics and Computer Science and has been
committed to providing young people with the right tech skills for the future.
Van der Meulen succeeds Ruud Jongejan, who made an important
contribution to the growth of the Cyberworkplace in the past year.

ANBI STATUS
Cyberworkplace has been granted the status of the Public Benefit
Organization (‘ANBI’) by the Dutch Tax and Customs Administration. It is a
“label” awarded by the tax authorities for charities with an ideal objective
that are not aimed at making a profit. Donations to Cyberworkplace may be
partially or fully deducted from taxable income.

WORKSHOPS & OTHER ACTIVITIES
Cisco Network Academy workshop
Penetration testing workshop by Paul van der Haas & Bart van Bodedom
@Orange Cyberdefense
Escape room update & backup by ex-students of Cyberworkplace
Network & Internet security workshop by Antonio Chan @RET
SOC workshop by Wouter van den Bergh @Axians
'Understanding IT Security Administration' introduction by Vincent
Jentjens @SECO institute
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FEBRUARY

UMBRiO and Cyberworkplace joined forces in a unique collaboration. On
February 21, Dieco van der Valk, Managing Director of UMBRiO and Anouk Vos,
chair of the Cyberworkplace, signed a sponsorship agreement between the
two organizations. Non-profit organization Cyberworkplace trains young
people free of charge to become security specialists and ethical hackers.
UMBRiO is happy to support this mission and helps by offering lessons and
internships.
“Combine what your heart tells you with what your mind thinks and your
hands can do. It is with great pleasure that doing what you are good at makes
every day a sensible day for us”, says Dieco van der Valk.

NEW PARTNER - NFIR
We were extremely happy to welcome NFIR (Digital Forensics and Incident
Response) as a Cyberworkplace partner. To kick-off the new partnership
NFIR managing director, Arwi van der Sluijs, gave an introductory workshop
for our students.

WORKSHOPS & OTHER ACTIVITIES
Kali Linux workshop by Daniel Abrahams @Rabobank
Privacy in the health sector workshop by Jelena Milosevic
WebHacking workshop by Daniel Abrahams @Rabobank
Cyberworkplace introduced the "Ambassador status" awarded to exstudents who have successfully graduated our program and contributing
to our mission.
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MARCH

As a result of the Coronavirus, we have temporarily closed our physical
doors until further notice. However, the workshops have continued online at
full speed. "And that is urgently needed", says Cyberworkplace chair Anouk
Vos. “Cyber criminals take advantage of the Corona turmoil. In recent days,
reports of hacks appeared on companies such as Thuisbezorgd.nl and rogue
apps and fake emails about the virus.”
“Young people spend long hours at home. That is nice at first, but boredom
can quickly arise", says Vos. "Now that we are working online more than ever,
we need tech talents to keep our digital lives safe.”

SPECIAL "THANK YOU" TO OUR AMBASSADOR
A token of appreciation was granted to our ambassador, Marco Barkmeijer,
for his dedication, support to our mission and significant contribution to
Cyberworkplace. Thank you Cyber Hero!

WORKSHOPS & OTHER ACTIVITIES
CV and LinkedIn workshop by Nasya Handzhiyska @Cyberworkplace
Peer to peer learning | Individual projects
Penetration testing workshop | CTF by Bart van Bodegom & Justin Perdok
@Orange Cyberdefense
Cyber Crime | Threat Landscape workshop by Jort Kollerie @Orange
Cyberdefense
Cyberworkplace introduced "The successful stories of Cyberworkplace" interview series of students who have successfully graduated and
pursued a career in the field of security.
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APRIL

Four-weeks “Introduction to Splunk” course, provided by our partner Umbrio
kickstarted in April.
Splunk is software that indexes, manages, and enables you to search for data
from any application, server, or network device in real-time. Organizations
across the globe rely on Splunk to modernize and strengthen their cyber
defenses. For Cyberworkplace, Splunk is a great addition to our ambitious
ethical hacking curriculum.
The course has covered searching and navigating, using commands, creating
reports, dashboards, and alerts. Also monitoring, detecting, investigating,
and responding to threats with analytics-driven SIEM solutions.

WORKSHOPS & OTHER ACTIVITIES
OT Security workshop by Marc Visser @Sogeti
Ethics in Cyber Security workshop by Mira Golsteyn @Cyberworkplace
Four-weeks SPLUNK course by Mark Brinkman @Umbrio
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"CYBERWORKPLACE ENABLED ME
TO TRANSITION FROM A STUDENT
TO A YOUNG PROFESSIONAL."

Who is Tsvetelina?
My name is Tsvetelina or just Lina. I am from Bulgaria, 23 years old. In January
this year, I graduated MSc in Crisis in Security Management at Leiden
University and I am still completing MSc in Cybersecurity in Bulgaria. My
interest falls in the field of security and technology, more specifically in
information security and lately privacy. Apart from that, I also like horse riding
and yoga.
When did you join Cyberworkplace? What was your motivation?
I joined Cyberworkplace back in February 2019. My main motivation was to
learn some more technical skills and to find a group of like-minded people that
are just as passionate about computers and security. Also, I wanted to make
the transition between a non-technical career path to one involved more into
ICT and I thought Cyberworkplace was a good place to start.
What did you like about Cyberworkplace?
There are so many great things about Cyberworkplace. I really liked the fact
that we had space and the environment to develop our tech skills in a more
informal setting, but also the responsibility to do so in our own way. In that
sense, it’s very different from school or university. Cyberworkplace has
always provided the resources and logistics for students to learn, but also it
depends on people’s own motivation and effort to succeed. Also, you get
introduced to many different organizations and companies from various fields
of work within cybersecurity, so you can really find what you like specifically.
What have you learned at Cyberworkplace?
Many different things. From coding, through digital forensics, lock picking and
building an escape room! Another very important skill I managed to master
during my time there was to provide feedback and peer-to-peer learning,
which is also very important when a young adult is entering the workforce.
Further, I had the possibility to follow courses and presentations in Dutch. For
an international like me, it’s very important to learn the technical terminology
in the country that you’re working in, so CWP also provided me with the
opportunity to do so.
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TSVETELINA
EX-STUDENT

What is your most favorite moment at Cyberworkplace?
The CyberHeroes project we had last year. We had the chance to meet not only
different organizations and people from all around the world, but also to play
not one, but two CTFs.
What are you currently up to?
I am currently working as a Tester at Cybersprint to which I got introduced via
Cyberworkplace. Also, I am doing an internship in the cybersecurity section of
an international organization. Also, I am following a course for certification in
the IT Security Administration that was also provided by one of
Cyberworkplace’s partners, SECO Institute.
Describe Cyberworkplace with three words?
Learn. Fun. Collaborate.
Would you recommend Cyberworkplace to your friends?
I definitely recommend it to all my friends and connections. Very often I hear
people say “Oh, I find cybersecurity very interesting, but I am not very
technical. ” or “I wanna do it, but I don’t know where to start.”. Cyberworkplace
is a great start. You have people with different interests and skill levels, which
are willing to spend time with you and help you find what you like and what
potentially you are good at. Furthermore, from a networking perspective,
Cyberworkplace, its ambassadors, board and partnering organizations are
always willing to support your future goals.
Is there anything else that you would like to add?
I would like to thank everyone involved in Cyberworkplace and its projects:
from organizers, supporters to the students. Everybody there has enabled me
to transition from a student to a young professional and from a non-technical
to a (more) technical person. I also hope that I will be able to contribute to
CWP and its mission in the future, so more young people like myself can find
how cool cyber is.
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MAY

The CyberHeroes CTF was launched as part of the Dutch police initiative
Gamechangers. A heroes-only CTF made by Radically Open Security in which
participants can do different hacking challenges, from beginner to advanced.
Gamechangers offers various challenges for young people in order to
motivate them to improve their ethical hacking skills in a legal way. They
also refer to other platforms and provide information about cybercrime.
Special thanks to our volunteer teacher Daniel Anrahams for the CTF
maintenance.

FEATURED BY PRINCE CONSTANTIJN
We were featured by Prince Constantijn on Twitter. Cyberworkplace was
listed amongst 19 other IT initiatives in The Netherlands.

WORKSHOPS & OTHER ACTIVITIES
SPLUNK course by Mark Brinkman @Umbrio
Privilege escalation workshop by Jelmer Hulsman & Hidde Westerhof
@ING
Hardware & embedded security workshop by Umit Aksu @ING
We welcomed in our team Dylan Baalbergen. During his two-months
internship, he drew up a recruiting model for students, volunteers, and
interns, but also a program to better bind them.
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JUNE

Axians became a Cyberworkplace partner. On June 26, Niels Everstijn,
Busines Unit Manager of Axians and Anouk Vos, chair of Cyberworkplace,
signed the sponsorship agreement on the rooftop of Cyberworkplace. Extra
special, because this was the first physical meeting of the Cyberworkplace
students since the beginning of the Corona crisis.
"It is great that we are now involved in the further development of young
people who are passionate about the profession", says Niels Everstijn. "We
can help young talent in their careers and organizations will benefit greatly
from this. Cyber professionals are scarce and we hope to fill this scarcity in
the labor market with these enthusiastic young professionals.”

HONORED BY THE U.S. DEPARTMENT OF STATE
Cyberworkplace was honored by the U.S. Department of State, by listing our
chair, Anouk Vos, as one of the 80 ‘Faces of Exchange’ and CyberHeroes
project one of the most successful cooperations with the USA.
The ‘Faces of Exchange’ initiative is highlighting 80 years of the International
Visitor Leadership Program (IVLP) by showcasing 80 accomplished alumni,
their lives and leadership, and the impact of their exchanges on the global
community.

WORKSHOPS & OTHER ACTIVITIES
OWASP-SKF labs, the road to bug bounty workshop by Glenn ten Cate
@ING & Riccardo ten Cate @Zerocopter
Beginning of four-weeks Python course by Daniel Abrahams, volunteer
teacher at Cyberworkplace
Bilfinger Magazine released an interview with CWP chair Anouk Vos about
her start in the cybersecurity field, Cyberworkplace, and more.

CYBERWORKPLACE
MAGAZINE

YEAR 2020

"CYBERWORKPLACE IS A GREAT
PLACE TO MEET LIKE-MINDED
PEOPLE."

Who is Justin?
My name is Justin, 25 years old. In 2015 I got my ‘System/Network
Administrator’ degree at Da Vinci College Dordrecht. I’m an IT Geek, Ethical
Hacker, DevOps Nut, PowerShell Fanatic, and lover of beers.
When did you join Cyberworkplace?
I joined Cyberworkplace in April 2019 and became an ambassador in January
2020. I wanted to increase my knowledge of the cybersecurity landscape with
like-minded people.
What did you like about Cyberworkplace?
I really enjoyed the atmosphere and the people. Where all are here to learn
and to help each other.
What have you learned at Cyberworkplace?
The ‘Python for Noobs’ course really helped me. I would usually fall back to a
programming/scripting language I already knew even if it might not have been
the best choice for that project.
What is your most favorite moment at Cyberworkplace?
I really enjoyed the day at Stationsplein where we ran an awareness campaign
in cooperation with the Municipality of Rotterdam.
Describe Cyberworkplace with three words?
Fun. Informative. Teamwork.
What are you currently up to?
I currently work for the Dutch Red Team at Orange Cyberdefense. Here I do
technical and physical penetration testing. I also have a couple of side projects
where I’m automating the creation and maintenance of some cloud
infrastructure used for training and lab environments as Infrastructure as
Code with Terraform and Ansible. In my off time preparing for my OSCP
certification and I sometimes partake in bug bounties.
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JUSTIN
EX-STUDENT

Would you recommend Cyberworkplace to your friends?
I would definitely recommend it to everyone interested in security but don’t
know where or how to start. Cyberworkplace is a great place to meet likeminded people and help you get your feet wet.
Is there anything else that you would like to add?
I would like to thank everyone at Cyberworkplace for making it possible. For
everyone who is on the fence about joining, I would simply say, just do it.
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JULY

Cyberworkplace student, Younes Et Talby, is among the winners of the
national Capture the Flag competition Challenge the Cyber.
Together with his team, he won the 3rd place, leaving behind 26 teams of
university and college students. Younes also took part in the Cyber
Bootcamp, a multi-day training, working on hard and soft skills, team
building, and personal leadership.

PYTHON CERTIFICATES
Cyberworkplace students have successfully completed the “Practical Python”
course by Daniel Abrahams, volunteer teacher at Cyberworkplace. The course
has covered the fundamentals of Python through practical examples and
projects. Pygame, artificial neural network (ANN), chat app, IDOR hunter,
password manager, visual novel game, port scanner, audio tagger are among
the projects that our students worked on in the past couple of weeks.

WORKSHOPS & OTHER ACTIVITIES
Introduction to Network Detection and Response workshop by Erik van
der Noordt @Extrahop
Beginning of four-weeks Linux course by Willem Lei @Unlock Your Talent
LinkedIn workshop by Dylan Baalbergen @Cyberworkplace
For yet another year Cyberworkplace is open during summer. Nothing can
stop us from sharing knowledge and giving our students the support and
guidance they need. Due to Corona, our premises remain closed and the
workshops will continue online.
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AUGUST

"CSI-010: Digital Forensics" nominated in the Education & Training category
of Computable Awards 2020.
CSI-010: Digital Forensics is a training, organized in collaboration with the
Rotterdam Techniek College, the Rotterdam business community, and the
Seaport police in 2019. Supported by guest lecturers from the field, twenty
selected participants immersed themselves in the depths of the internet for
weeks. They have learned basic digital forensic skills to fight online fraud,
corporate espionage, phishing, or blackmail.

WORKSHOPS & OTHER ACTIVITIES
Linux course by Willem Lei @Unlock Your Talent
Selenium workshop by Michiel Vos @Rijkswaterstaat
Beginning of four-weeks course on Network security by Wouter van den
Bergh @Axians
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CYBERWORKPLACE: THE ART OF
SHARING & RECEIVING
KNOWLEDGE.

Who is Owen?
My name is Owen, I’m 20 years old and I’m from Rotterdam. In my spare time, I
like to hang out with some friends or learn new things and I am really
passionate about computers.
When did you join Cyberworkplace?
I joined Cyberworkplace in October 2018 and was present almost every week.
In February 2020, I completed the program successfully and I got awarded the
ambassador’s status.
What did you like about Cyberworkplace?
The thing I liked the most was that you are able to help others with your
knowledge but also be blown away by their knowledge. Just the combination
of obtaining knowledge and helping other people gain knowledge.
What have you learned at Cyberworkplace?
There are a lot of things I’ve learned at Cyberworkplace so there is not just one
thing I can name. I’ve learned about blockchains, operations within companies,
basics about Linux, networking, tools (mainly ‘hacking’ tools) and this list goes
on and on.
What is your most favorite moment at Cyberworkplace?
My favorite moment was when we went to Friesland with the students of
Cultivating Coders and actually the whole CyberHeroes project. There was a
program every day and it was just a week full of learning and a lot of fun.
What are you currently up to?
Currently, I’m working at Proxy in the Managed Services Team as a Junior
Engineer. Also, I am working on acquiring my RHCE (Red Hat Certified Engineer)
after I obtained my RHCSA (Red Hat Certified System Administrator) certificate
about half a year ago. Also, I’m busy obtaining my degree in ‘Applicatie- en
mediaontwikkelaar’.
Describe Cyberworkplace with three words?
Learning. Sharing. Fun.
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OWEN
EX-STUDENT

Would you recommend Cyberworkplace to your friends?
In the past, I’ve already recommended Cyberworkplace to some friends and I
would definitely do the same in the future. Cyberworkplace offers free
knowledge which is actually really useful and it can help you get a job.
Is there anything else that you would like to add?
I would again like to thank everybody at the Cyberworkplace as they have
helped me in so many different ways. It was a pleasure being a student there
and I hope to give in return and share my experience with the new students.
Thanks!
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MAIN SPONSORS
Orange Cyberdefense is the expert cybersecurity
business unit of the Orange Group. As Europe’s go-to
security provider, they strive to protect freedom and
build a safer digital society. They are threat research and
intelligence-driven security provider offering
unparalleled access to current and emerging threats.

Umbrio is a Dutch company with strong focus on
machine data correlation and analysis for IT, Security
and Business related purposes. Umbrio comes from a
background of IT service management, having actively
contributed to the IT4IT data model and its market
adoption. Through its University program it actively
seeks, recruits and train young and enthusiastic IT
talents. Because tomorrow's world is crying out for a
new generation of IT professionals."

Axians supports its customers — private-sector
companies, public-sector entities, operators and service
providers — in their infrastructures and digital solutions
development. To this end, Axians offers a comprehensive
range of ICT solutions and services spanning business
applications and data analytics, enterprise networks and
digital workspaces, datacenters and cloud services,
telecommunications infrastructure and cybersecurity.
Axians's specialized consulting, design, integration and
service teams develop bespoke digital transformation
solutions that contribute to successful business
outcomes for its customers.
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